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ABSTRACT

Android applications are released across various categories, including productivity apps and games, and users are exposed
to various applications and even malware depending on their usage patterns. On the other hand, most analysis engines train
using existing datasets and do not reflect user patterns even if periodic updates are made. Thus, the detection rate for
known malware is high, while types of malware such as adware are difficult to detect. In addition, existing engines incur
increased service provider costs due to the cost of server farm, and the user layer suffers from problems where availability
and real-timeness are not guaranteed. To address these problems, we propose an analysis system that performs on-device
malware detection through transfer learning, which requires only one-time communication with the server. In addition, The
system has a complete process on the device, including decompiler, which can distribute the load of the server system. As
an evaluation result, it shows 90.3% accuracy without transfer learning, while the model transferred with adware catergories
shows 95.1% of accuracy, which is 4.8% higher compare to original model.
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[1. Background
2.1 Android Application
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APK
AndroidManifest.xml
(Manifest file)
META-INF assets/
(Siagnatures) (Asset files)
resources.arsc lib/
(Compiled resources) (Native libraries)
classes.dex res/
(Dalvik bytecode) (Resources)

Fig. 1. Android APK internal structure.
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2.2 Transfer Learning
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V. System Design
4.1 Architecture
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Pre-installed

Decompiled

2 Information
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Transfer
Learning Model

Decompiled

e Transfer Learning
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] Preprocessing

Result -
. Main Processing

Fig. 2. System degisn with data processing
steps / analysis pipeline.
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1 try {
if (0SDetection.isMacosx()) {
aaptBinary = Jar.getResourceAsFile(
+ aaptversion
, AaptManager.class);
} else if (OsDetection.isunix()) {
aaptBinary = Jar.getResourceAsFile(
10 + aaptversion
, AaptManager.class);
} else if (OsDetection.iswWindows()) {

3 aaptBinary = Jar.getResourceAsFile(
:

5 + aaptVersion + ".exe"

, AaptManager.class);
} else {

throw new BrutException(
19 "Could not identify platform: "
+ OSDetection.returnoS());//Disable this Tine

21 }
22} catch (BrutException ex) {
throw new BrutException(ex);

4}

Fig. 3. AaptManager of ApkTool. Disabling
throw statement in else block will enable
ApkTool in Android environment.

5.2 Tensorflow Lite
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(3) Tensorflow Lite Model

tlite

Fig. 4. File converting process.

1 from tensorflow import keras
2 model = keras.models.load_model(trained_model.h5, compile=False)

4  export_path = '/model/pb/’
5 model.save(export_path, save_format="tf"')

(a) Converting a keras model to a pb file

1 toco --input_file=converted_model.pb \\
--output_file=converted_model.tflite \\
-=input_format=TENSORFLOW_GRAPHDEF \\
--output_format=TFLITE \\
--input_shape=1,12,12,1 \\
-=input_array=input \\
--output_array=output \\
--inference_type=FLOAT

(b) Converting a pb file to a tflite model

Fig. 5. Converting of keras file into a ftflite
model.

5.3 Input Data
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Overall Dataset Malware Category
Airpush 200
Adware Campaign 100 Adware
Kuguo 300 750
Youmi 150 %
Mecor 150
Non-
Falelnst Adware
450
BankBot
0 50 100 150 200 250 300 350
m BankBot m Fakelnst m Mecor
Youmi Kuguo Adware Campaign
mMalware = Benign Airpush
Fig. 6. Overall dataset portion with malware category. Malware dataset is consists of adware

categories and non-adware categories.
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Table 1. Overall dataset composition used for evaluation.
Type Base dataset Head dataset Test against
Without Transfer | {Benign + BankBot + {Fakelnst +.Youm1 *
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i + + + +
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Transferred

m Inception-v3 Inception-ResNet-v2

Fig. 7. Accuracy of each type of transfer
learning. Each are trained with two different
model, Inception-v3 and Inception-ResNet-v2.
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